
HIPAA SecurityHIPAA Security

July 16, 2004July 16, 2004



HIPAA and Other SecurityHIPAA and Other Security

$150,000 for each program$150,000 for each program
copied illegallycopied illegally
Up to $250,000 (Criminal)Up to $250,000 (Criminal)

$100 per violation (Civil)$100 per violation (Civil)
$50,000 - $250,000$50,000 - $250,000
(Criminal)(Criminal)

PenaltiesPenalties

On-goingOn-goingApril 2005April 2005ComplianceCompliance

““Does it make goodDoes it make good
business sense?business sense?””““Is it in the rule?Is it in the rule?””AttitudeAttitude

All information; financial,All information; financial,
personnel, strategic, etc.personnel, strategic, etc.Electronic PHIElectronic PHINeeds to protectNeeds to protect……

The Bigger PictureThe Bigger PictureHIPAAHIPAATopicTopic



HIPAA Security StandardsHIPAA Security Standards
 Administrative Safeguards Administrative Safeguards (55%)(55%)

 12 Required, 11 Addressable12 Required, 11 Addressable

 Physical Safeguards Physical Safeguards (24%)(24%)
 4 Required, 6 Addressable4 Required, 6 Addressable

 Technical Safeguards Technical Safeguards (21%)(21%)
 4 Requirements, 5 Addressable4 Requirements, 5 Addressable



Administrative SafeguardsAdministrative Safeguards



Physical SafeguardsPhysical Safeguards



Technical SafeguardsTechnical Safeguards



Risk Assessment and AnalysisRisk Assessment and Analysis
Each covered entityEach covered entity::
 Assesses its own security risksAssesses its own security risks
 Determines its risk tolerance or riskDetermines its risk tolerance or risk

aversionaversion
 Devises, implements, and maintainsDevises, implements, and maintains

appropriate security to address itsappropriate security to address its
business requirementsbusiness requirements

 Does not imply that organizations are givenDoes not imply that organizations are given
complete discretion to make their own rulescomplete discretion to make their own rules

 Documents its security decisionsDocuments its security decisions



Electronic Protected HealthElectronic Protected Health
Information (Information (ePHIePHI))

 ePHIePHI is is Protected Health Information Protected Health Information
(individually identifiable health information(individually identifiable health information
that is created, maintained, transmitted orthat is created, maintained, transmitted or
received by a HIPAA covered entity) thatreceived by a HIPAA covered entity) that
is in electronic form, both at rest on anyis in electronic form, both at rest on any
electronic media as well as in transit overelectronic media as well as in transit over
any type of network, private or public.any type of network, private or public.



Information Security ProgramInformation Security Program
1.1. Assess and analyze risksAssess and analyze risks
2.2. Develop policies and procedures to addressDevelop policies and procedures to address

the risksthe risks
3.3. Select and implement cost-effective controls,Select and implement cost-effective controls,

countermeasures and safeguardscountermeasures and safeguards
4.4. Train the workforce on their responsibilitiesTrain the workforce on their responsibilities
5.5. Manage the computing environmentManage the computing environment
6.6. Audit, monitor and respond to incidentsAudit, monitor and respond to incidents


