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HIPAA Security Standards

= Administrative Salfeguards
= 12 Required, 11 Addressable

= Physical Safeguards
Required, 6' Addressable

anical Saleguards
Requirements; 5 Addressable




Administrative Saleguards

Implementation Specifications
Standards Sections (R)= Required, (A)=Addressable
Security Management Process 164_308(a)(1) Risk Analysis
Risk Management
Sanction Policy _
Information System Activity Review

Assigned Secunty Responsibility | 164.308(a)(2) )
Workforce Secunty 164._308(a)}(3) Authorization and/or Supervision
Workforce Clearance Procedure
Temination Procedures
Information Access Management | 164.308(a)(4) Isolating Health care Clearinghouse Function
Access Authorization
- _ _ Access Establishment and Medification
Secunty Awareness and Training | 164.308(a}(5) Security Reminders _
Protection from Malicious Software
|_Log-in Monitoring
Password Management
Security Incident Procedures 164.308(a)(6) Response and Reporting
Contingency Plan 164.308(a)(7) Data Backup Plan
Disaster Recovery Plan
Emergency Mode Operation Plan
Testing and Revision Procedure
Applications and Data Cnticality Analysis

Evaluation 164.308{a)(8)
Business Associate Contracts 164_308(b)(1) Written Contract or Other Amangement
and Other Amangement




Physical Saleguards

Implementation Specifications
Standards Sections R uired, (A)=Addressable

Facility Access Controls 164.310(a)(1) | Conti Operations

Facility Security Plan

Access Control and Validation Procedures
Maintenance Records

Workstation Use 164.310(b)
Workstation Secun 164.310(c
Device and Media Controls 164.310(d)(1) | Disposal

Media Re-use
Accountability

Data Backug and Stoggg gA)




Trechnical Saleguards

PO [P
Standards Sections R)= Required, (A)=Addressable

164.312(a)(1) | Unique User Identification [ (R) |
| Emergency Access Procedure | (R) |
| AuditControls  f164312() f 00000000 |(R)

Integrity 164.312(c)(1) | Mechanism to Authenticate Electronic
Protected Health Information

Person or Entity Authentication | 164312¢) | | (R) |
164.312(e)(1) | Integrity Controls
0 fEneypon 00|




[Risk Assessment and Analysis

Eachicovered entity:
= ASSESSes Its own security risks

" Determines its risk tolerance or risk
aversion

= [Devises, Implements, and maintains
appropriate security te adaress its

PUSINESS requirements

= Dees not Imply that erganizatiens,are given
complete discretion te make thelr owniuies

= DecUments! Its SEcUrity deciSIons




Electronic Protected! IHealth
Infermation (ePHI)

" ePHI is Protected Health Information
(Individually identifiable health information
that 1s created, maintained, transmitted or
received by a HIPAA covered entity) that

ISt I electrenic form,, both at rest on any
electreonic media as well'as in transit ever
any. type: ol network, prvate or pulklic.




Infermation; Security Program

. Assess and analyze risks

Develop policies and procedures toraddress
the risks

. Select and implement cost-effective controls,

countermeasures and safeguards

. Irain the workiorce on their responsibilities
Vianage: the computingl envirenment

. Audit, menitor and respoend te Incidents




